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1.1.

1.1

Van tat ve dich vu Google OAuth

Yéu cau thwc té

M6 hinh khoi diém: user can xac thuc (bang phuong thirc login) trude khi ¢é thé truy
nhap dén thdng tin ciia minh dugc luu trén server.

M3i user tham gia nhiéu dich vu ==> nhiéu server xac thuc ==> nhiéu tai khoan xac
thuc ==> kho6 khan cho user

Giai phap single-sign-on gitp nhiéu dich vu ding chung mat tai khoan xéc thuc cho
mdi user (cac dich vu thuc thi co ché login riéng nhung véi cling mot tai khoan va mat
khau). Giai phap duoc biét dén nhiéu la LDAP (Lightweight Directory Access
Protocol), tuy nhién tich hop giai phap nay trong viéc xay dung ung dung khé phuc tap.

Email (ma cu thé 12 Gmail) thyc té da tré thanh ID cua mdi ngudi. Ai ciing ¢6 tdi thiéu
mot email dé trao doi thong tin trén Internet. Ai str dung dién thoai Android ciing ¢
mot tai khoan Gmail. Céc tai khoan Gmail nay da khong con chi dung dé trao doi thong
tin ma dan dan 1a tai khoan xac thuc cua user.

Can mo hinh chuan dé chia sé tai khoan xéac thuc user (Gmail) ciing nhu cho phép cac
dich vu cong tac véi nhau trong qua trinh xéac thuc user (authentication) va cap quyén
truy nhap (authorization) dén cac tai nguyén caa mdi dich vu ==> ra doi Chuan OAuth?
va OpenlID?

Google OAuth

OAuth 1 dich vu Google cung cip, cai dit theo chuan OAuth 2.0 va OpenlD, cho phép thuc
thi cac nhiém wvu lién quan dén xac thuc (authentication) va cung cap quyén truy nhap
(authorization), cu thé nhu sau:

1.1.1.

Xéc thuc user bang tai khoan Google trén mot tng dung Web bét ky

Cho phép truy nhap dén cac tai nguyén Google cua user (nhu 1a email, calendar, v.v...)
ma khong can biét mat khau truy nhap tai khoan cua user

Luu thong tin sir dung dich vy (charging) dé thuc hién co ché thu phi (billing).

?77?

Cac bwdrc strdung

Truc quan tir phia ngudi str dung, cac budc thuc hién véi Google OAuth ¢6 thé tom tat nhu

Sau:

Nguoi sir dung yéu cau truy nhap vao mot tng dung nao d6 cua Google hoic cua mot
nha cung cap dich vu khac. Ung dung yéu cau xéc thuc user.

Nguoi s dung dugc diéu huéng dén trang Web login cua Google vai 10i nhic hdy
chon tai khoan Google cua minh va login.

1 https://en.wikipedia.org/wiki/OAuth
2 https://en.wikipedia.org/wiki/OpenlD



Choose an account

1o continue 1o Test QAuth Client

o Haang PHAM HUY
hoangphihu@gmail com

Haang Pham Huy
hoangphiiscéct hust eduwn

(B Use another account

Figure 1: Xac thuc véi Google account dé \am viéc véi App “Test OAuth Client”

e Trong mot s6 trudng hop, nguoi st dung dugc Google nhic nha ¢6 cho phép wng dung
duoc truy nhap dén céc tai nguyén cua user hay khong:

G Sign in with Google

Confirm your choices

o hoangphhut@gmall.com
You are allowing Test OAuth Client to:

Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Test OAuth Client

You may be sharing sensitive info with this site or app
Learn about how Test OAuth Client will handle your data by
siewing its terms of se

ice and privacy policies. You can
always see or remove access in your Google Account

Learn about the risks

Cnncol m

Figure 2: User xac nhédn cho phép App truy nhédp dén da liéu ciia minh

e Sau khi login va (néu c6 yéu cau) cho phép mot sé quyén truy nhap dén cac dir lieu/tai
nguyén ciia minh, ngudi sir dung duoc xac nhan bang tai khoan Google va budc vao
phién l1am viéc véi ung dung. Phién lam viéc s& két thic khi hét thoi gian dugc phép,
hodc khi nguoi st dung logout khoi phién.

1.1.2. M6 hinh két néi

Dé trién khai cac budc str dung nhu trén, nhiéu thanh phan caa @ng dung duoc két ndi voi céc
dich vu co lién quan cta Google theo mé hinh OAuth (phién ban 2.0).
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Figure 3: M6 hinh tich hop cac thanh phan Google OAuth

Céc khai niém:

Resource owner: 1a ngudi S& hiru mail (treong hop nay la nguoi s dung co6 email
hoangph@soict.hust.edu.vn)

OAuth Server: 1a hé théng Google Auth (dwoc xac dinh biang URI
https://accounts.google.com)

App: 1a Gtng dung cua bén thir 3 mudn truy nhap vao resource (v6i su cho phép cua
resource owner). App c6 thé 1a mot tng dung Web, Mobile hoic trén PC.

Resource server: 1a noi quan 1y resource. N6 c6 thé 1a mot server caa Goole hoic mot
server caa bén tht 3. App sé& truy nhap dén resource bang APl ma Resource server cung
cap.

Céc budc tich hop giira cac thanh phan:

1.

Day 1a budc chuan bi va khong c6 trong so dd bén trén. App ding ky véi Google Auth
server dé c6 ma sb dinh danh (Client ID) va ma bi mat (secret code). Ma bi mat nay c6
vai trd nhu “mat khau” ctia App can duogc cap cho Google Auth server cung véi Client
ID khi lién lac dé xac thuc App. Buéc dang ky App voi Google Auth server dong thuoi
ciing xac dinh ludn cac chtic ning (Google APT) ma App mudn st dung. Nhiing chiic
ning nay s& duoc cung cép cho user (dudi cach dién giai dé hiéu) trong budc Google
Auth server xac thyuc user va cip quyén App duoc truy nhap dén céc tai nguyén cua
user.


mailto:hoangphhut@gmail.com
https://accounts.google.com/

< C @ https://console.developers.google.com/apis/credentials/oauthclient/404871172965-f12foh07

= Google 2 Test OAuth w Q

& Client ID for Web application ¥ DOWNLOAD JSON C RESET SECRET i DEL
Client ID 404871172965-f12foh07klpoba91muudl60c9t0gvdhp.apps.googleusercontent.com
Client secret si0dOQrUQExJZvRXrYqvdézV
Creation date May 1, 2019, 2:59:05 PM

Name

| Test OAuth Client |

Figure 4: App dang ky Client ID & secret code voi Google Auth server

2. User bt dau truy nhap vao App va can phai duoc xac thyc. App diéu hudng user dén
trang login chuan cua Google dé yéu cau xéac thuc user bang tai khoan Google va
password. Néu App la mét tng dung Web, thuong ¢ mot button “Google Sign-in” dé
thuc hién diéu hudng.

C phap url diéu hudng dén trang Google login tuan thu theo chuan OAuth 2.0 (RFC
6749, myc 4.1.1: Authorization Request?). Khi chuyén sang url link diéu huéng c6
dang sau:

https://accounts.google.com/o/ocauth2/auth?
response_type=code&

client_id=<Client ID>s

redirect uri=<Redirect URI>s

scope=https%3A%2F%2Fmail.google. coms

approval prompt=force
Trao doi vé van dé bao mdt. Trong buéc ndy, user phdi ciing cdp login email va mat
khdu Google nén tiém dn nhiéu nguy co bao mdt. Vi du, mét izng dung Web hay App c6
thé diéu huéng gia mao dén trang login khdng phdi cia va user ddang nhdp sé bi 16
thong tin tai khodn. Trwong hop nguy hién hon la khi dich vu DNS b; xam nhdp, thay
doi diz liéu 1am cho ing dung App diéu huwdéng dén trang login Google nhung bj phan
giai IP sang server gia mgo. Viéc xac dinh trang login la that hay gid hoan toan dua
vao khd néng ciia user va ddy la mét diém yéu cua md hinh hién tai. Ngoai khd néing
nhdn dang trang Google login “thdt” theo giao dién ("au nhw khéng hiéu qua) thi user
cd thé nhan dang theo dia chi trang (kh6 gid mao hon, nhung khéng phai 1a khong thé).

3. Budc nay chi xuat hién khi App muén truy nhap dén tai nguyén Googe cua user (trong
mo hinh Google Sign-in cai dat theo OpenlID sé& khong c6 budc nay). User login thanh
cong & trang web Google Auth server s& nhan dugc thong bao dé nghi cho phép App
truy nhap vao resource. Thdng bao nay chinh la dién giai d& hiéu theo nguén ngix nguoi
str dung Vé cac Google API ma App da ding ky st dung trong budc dau tién.

“Sur cho phép” cua user nay duoc thé hién bang mot ma code do Google Auth tao ra khi

user click button Allow va can dugc chuyén cho App dé s dung trong budc sau.
Phuong phap dé Google Auth server chuyén ma code cho App la st dung redirect_uri

1 https://tools.ietf.org/html/rfc6749#section-4.1.1


https://accounts.google.com/o/oauth2/auth?redirect_uri=http%3A%2F%2Flocalhost&response_type=code&client_id=404871172965-f12foh07klpoba91muu9l60c9t0gv4hp.apps.googleusercontent.com&scope=https%3A%2F%2Fmail.google.com&approval_prompt=force

(d3 dugc App chuyén cho Google Auth server trong budc 2). App can san sang & dia
chi redirect_uri nay dé nhan gié tri ma code (cting mét sé thdng tin khéc) va xir 1y buoc
tiép theo. CU phap két qua tra vé trong budc nay duoc md ta trong chuan OAuth 2.0
(RFC 6749, muc 4.1.2: Authorization Response?). Vi du néu redirect_uri c6 gia tri la
http://localhost thi Google Auth server sé giri ma code theo duong link nhu sau:

http://localhost/?
code:4/PQFZt57ZVE1FkWGeR_VMervMAMvrSWKx2elkVHaOIMkWOcMQzXFgNuBEPrPIkmpPlef—
4Svp-hLiHGMOhHYNs &
scope=https://mail.google.com/
Thdo lugn vé ma code. CO thé dién gidi y nghia ciia mé code nay nhw mét “thé thong
hanh” ma chu s¢ hiru resource chizng nhan cho phép App dwoc truy nhdp vao resource.
Tuy nhién, khéng c¢é gi dam bdo nguwoi cam ma code nay chinh 1a App (nén can c6
buéc App Xac thuc véi Google bang secret code). Mér diém nita la ma code diwoc Qur
tir Googe Auth dén App qua redirect_uri ¢ dang public, nén ma code nay hoan toan
khong cd tinh bdo mqt.

4. App cung cap ma code cho Google Auth server dé nhan access token. Trong budc nay,
App ciing can xac thuc véi Google Auth server bang Client ID va ma bi mat caa minh
(d3 dang ky v6i Google Auth server trong budc dau tién). Mic dinh access token nay
¢6 hiéu luc trong 3600s va can phai duoc dinh kém 101 goi AP1 mdi khi App mudn truy
nhap dén tai nguyén cua Google. Ci phap APl yéu ciu access token tuan tha theo
chuan OAuth 2.0 (RFC 6749, muc 4.1.3: Access Token Request?). Vi du sau md ta cu
phap sir dung curl dé goi dén API nay:

curl -X POST \
-H "content-type: application/x-www-form-urlencoded" \

-d "grant_ type=authorization codescode=<Code>s \
redirect uri=<Redirect URI>s \
client_id=<Client ID>s \

client secret=<Secret Code>"\
"https://accounts.google.com/o/oauth2/token"

Két qua tra vé theo ct phap chuan OAuth 2.0 (RFC 6749, muc 4.1.4: Access Token
Response®). Vi duy:

{

"access_token":
"ya29.Glv8Bg4uWFgeM2h5aF1lY LpNfc4XHpmIOTzhYm 6jmUKnuRoOiKPQambJnBKIj8wp4dmmyckFXDsSLh64
QaTQ7Kd9h1u0t 6FSNkeFrBDhJPK-amK84ai3zRb639Y",

"expires in": 3600,
"scope": "https://mail.google.com/",
"token type": "Bearer"

}

Thao lugn vé mire dé bao mat ciia access token. Access token an toan hon rat nhiéu so

Voi code. Ly do nhw sau:
() code dwoc gui tir trang web login cia Goole (von 1a trang web public) dén App
(tai dia chi redirect uri). Nhwr vdy hoan toan cé thé b; nghe Ién, hodc gid mgo.
Két qud la nguwoi gitk code nay chira chic da phdi 1a App.

(b) access token dwoc Google Auth server tgo ra khi App cung cap Client ID va
Secret code (la gia tri chi c6 App va Google Auth server biét). Hon nita, lién lac

1 https://tools.ietf.org/html/rfc67494#section-4.1.2
2 https://tools.ietf.org/html/rfc6749%#section-4.1.3
3 https:/itools.ietf.org/html/rfc6749%#section-4.1.4


https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/token

2.1.

2.2.

gizza App va Google Auth server la lién lac “private” (khdc véi lién lac giira
user va Google Auth server dwoc public ¢ trang Sign-in).

Vi dg bao mdt nay nén Google xi Iy “khat khe” véi code (ngoai viéc cd thoi han sir
dung, code dwroc dung 1 lan, khi da tao access token thi code hét gia try).

App géin access token vao header caa mdi HTTP request khi giri dén Google Resource
server dé yéu cau truy nhap dén Google resource.

O day c6 mot bude lién lac “khong twong minh” (implicit) gitta Google Auth server véi
Resource server dé xéc lap access token (khi Google Auth server cung cip access token
thi Resource server ciing phai hiéu y nghia cua access token nay dé xu Iy phu hop khi
App goi dén). Trudng hop ca 2 server déu la cua Google (nhu vi du demo App truy
nhap Gmail bén dudi) thi lién lac gitta 2 server 1a mot hop den (nén goi 1a “khong
tuong minh”). Truong hop Resource server la cua bén tha 3 (vi du trong demo Google
Sign-in) thi mé hinh nay khéng ap dung duoc (khéng cé lién lac gitra Google Auth
server va Resource server). Thay vao d6, mdi Google account phai dugc anh xa vao
mot tai khoan cua Resource server va mod hinh Google Account Sign-in dugc ap dung
(Google Sign-in cai dit theo chuan OpenID).

Tim hiéu hé théng Google OAuth bang cac trng dung demo

Chuan bj méi trwong
Cai dat curl dé thyc hién cac truy van HTTP: sudo apt-get install curl

Eclipse for Java EE: https://www.eclipse.org/downloads/packages/
Tao Java project:
e Kiéu project: Web / Dynamic Web

e Target runtime: Chon Apache Tomcat 7. Néu chua c6 thi chon New runtime Apache
Tomcat 7.0 & click <Download and Install...>

Xay dwng ng dung truy nhap Gmail

Thuyc hién cac bude theo Youtube “How Google is using Oauth”.

Ung dung Web duoc trién khai bang tool curl.

2.2.1.

Buwoc 1: bBang ky App véi Google

https://console.developers.google.com

Tao project: Test OAuth

Chon menu Library, seach Gmail, chon Gmail APl & thiét lap “Enable”. Budc nay
dang ky project “Test OAuth” duoc goi Gmail API.

Chon menu Credential, yéu cau “Create credentials” va chon loai “OAuth client ID”.
Application type: Web application (chi y chon ding kiéu, chon sai kiéu budc lay
access token s¢ khong chay), Name: Test OAuth Client. Authorized redirect URIs =


https://console.developers.google.com/

http://localhost (day 1a cac URI dugc cho phép st dung nhu redirect uri sau nay). Két
qua:

Here is your client ID:

404871172965-f12foh07klpoba91muu9160c9t0gv4hp.apps.googleusercontent.com

Here is your client secret:

si0d0QrUQEx]JZvRXrYqvd6zV
Chu y: khi tao credential, can dua vao cac thong sé cho “OAuth consent screen”. Day 1a
cac thong tin s& hién thi trén man hinh Google login dé thdng bao cho user vé ung dung
dang yéu cau duoc authenticate. Tam thoi chi dua vao duy nhét thong tin Application
name: Test OAuth Client.

2.2.2. Buworc 2: Xac thuc véi Google
Flow nhu sau:

e user duoc redirect dén trang Google login dé chon account s& thuc hién cho tng dung
da dang ky (Test OAuth Client)

Choose an account
1o continue 1o Test OAuth Client

Heoang PHAM HLUY
hoangphbutiggmail com

Hoang Pham Huy
hoangphscect hust eduwn

(E  Use another account

Figure 5: Xac thuc Vi Google account dé \am viéc véi App “Test OAuth Client”

e Sau khi user chon account va login, Google Authen System s& hién thi thong tin chi tiét
vé quyén ma ung dung Test OAuth Client dang mudn thuc hién véi Google account
vira chon:

Grant Test OAuth Client
permission

M Read, compose, send, and
permanently delete all your
emall from Gmall

Deny Allow

Figure 6: Cho phép (grant) quyén truy nhdp tai nguyén

e Vilabudc quan trong, Google s& x4c nhan lai thém lan nixa:


http://localhost/

G Sign in with Google

Confirm your choices

o hoangphhut@gmall.com
You are allowing Test OAuth Client to:

Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Test OAuth Client

You may be sharing sensitive info with this site or app
Learn about how Test OAuth Client will handle your data by
reviewing its terms of service and privacy policies. You can
always see or remove access in your Google Account

Learn about the risks

Figure 7: User xac nhédn cho phép App truy nhdp dén di liéu ciia minh

e User tra 10i dong ¥ (Allow) hoic khong (Cancel), Google déu redirect dén URI da duoc
cling cap cho Google. Truong hop Cancel, redirect vai tham sé error=access_denided:

http://localhost/?error=access denied

Trudng hop ddng y, Google redirect véi tham sé code va scope tra vé ma code s& duoc
sir dung dé truy nhap dén resource (Gmail) cua user trong budc sau:

http://localhost/?code=4/PQFzt572VE1FkiWGeR VMQrxvMAMvr8WKx2elkVHaOIMKkWOCMQzXFgNuBEPrPIk
mpPylDf-4Svp-hLiHGmMOhHYNs&scope=https://mail.google.com/

Nhu vay, ang dung can dugc cai dit va doi ¢ redirect URI nay va nhan cac gié tri code
& scope.

API dé thuc hién authenticate Google nhu sau:

https://accounts.google.com/o/ocauth2/auth?redirect uri=http%3A%2F%2Flocalhosté&response t
ype=code&client 1d=404871172965-

f12foh07klpoba91muu9l60c9t0gv4hp.apps.googleusercontent.comsscope=https%3a%2F%2Fmail.google.c
om&approval prompt=force

Trong API nay phai dua cac thong tin client ID va redirect URI dé Google xir 1y nhu cac budc
néu trong flow. Cac URI nay can dugc ma hda (encode) dé thay thé cac ky tu dic biét. Co
nhiéu tool m& héa URI trén mang, vi du: https://www.urlencoder.org/

2.2.3. Budrc 3: Bbi code dé 1ay access token


http://localhost/?error=access_denied
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://www.urlencoder.org/

Ung dung sau khi nhan dugc code can yéu cau Google Auth server cung cap access token. Dé
don gian, demo str dung curl dé tao HTTP request dén Google cling véi cac thdng tin can thiét
dé nhan access token:

curl -X POST -H "content-type: application/x-www-form-urlencoded" \

-d "grant type=authorization code& \

Code:4/PQth57ZVElFkWGeR_VMQrXVMAMvr8WKXZelkVHaOIMkWOCMQZXFgNuBEPrPIkmpPylDf—
4Svp-hLiHGMOhHYNs& \

redirect uri=http%3A%2F%2Flocalhosté& \

client 1d=404871172965-
f12foh07klpoba91muu9160c9t0gvidhp.apps.googleusercontent.com& \

client secret=si0dOQrUQExJZvRXrYqvd6zV" \

"https://accounts.google.com/o/ocauth2/token"

Két qua tra vé:

{

"access_token":

"ya29.Glv8Bg4uWFgeM2h5aF1lY LpNfc4XHpmIOTzhYm 6jmUKnuRoOiKPQambJnBKIj8wp4dmmyckFXDsSLh64Q
aTQ7Kd9h1luOt6FSNkeFrBDhJPK-amK84ai3zRb639Y",

"expires in": 3600,
"scope": "https://mail.google.com/",
"token type": "Bearer"

}

2.2.4. Buérc 4: Strdung access token dé truy nhap dén resource
Pé list cac mail ciia hoangphhut@gmail.com:

curl -H "Authorization: Bearer

ya29.Glv8Bg4uWFgeM2h5aF1lY LpNfc4XHpmIOTzhYm 6jmUKnuRoOiKPQambJnBKIj8wp4dmmyckFXDsSLh
640aTQ7Kd9h1u0t6FSNkeFrBDhJPK-amK84ai3zRb639Y"

"https://www.googleapis.com/gmail/vl/users/hoangphhut@gmail.com/messages"

Két qua tra vé nhu bén dudi. M&i mail gom c6 id va threadld:
{

"messages": [
{
"id": "léa726clfac73731",
"threadId": "16a726clfac73731"
}I
{
"id": "1l6a71d6bf9811e02",
"threadId": "16a6f44d2453c7cc"
}I

}

bé xem ndi dung chi tiet mot mail:

curl -H "Authorization: Bearer
ya29.Glv8Bg4uWFgeM2h5aFlY LpNfc4XHpmIOTzhYm 6jmUKnuRoOiKPQambJnBKIj8wp4dmmyckEFXDsSLh640Qa
TQ7Kd9h1u0t 6FSNkeFrBDhJPK-amK84ai3zRb639Y"

"https://www.googleapis.com/gmail/vl/users/hoangphhut@gmail.com/messages/16933be66b9b3cd
o

1
A

Két qua tra vé la théng tin caa mail cung noi dung:

{
"id": "l6a726clfac73731",
"threadId": "l6a726clfac73731",

"labelIds": [

"UNREAD",

"CATEGORY_PERSONAL",

"INBOX"

] ’
"snippet": "Test OAuth Client was granted access to your Google Account

hoangphhut@gmail.com If you did not grant access, you should check this activity and
secure your account. Check activity You received this",
"historyId": "1907331",
"internalDate": "1556697848000",
"payload": {

-10 -


https://accounts.google.com/o/oauth2/auth?redirect_url=xxx&response_type=code&client_id=xxx&scope=xxx&approval_prompt=force
https://accounts.google.com/o/oauth2/token
https://www.googleapis.com/gmail/v1/users/hoangphhut@gmail.com/messages
https://www.googleapis.com/gmail/v1/users/hoangphhut@gmail.com/messages/

2.3.

"partId" oy

"mimeType": "multipart/alternative",
"filename": "",
"headers": [
{
"name": "Delivered-To",
"value": "hoangphhut@gmail.com"
}I
{
"name": "Received",
"value": "by 2002:ac8:88a:0:0:0:0:0 with SMTP id v10csp5879957qgth; Wed, 1 May

2019 01:04:09 -0700 (PDT)"

}I

{

"name": "X-Received",

"value": "by 2002:ac8:3329:: with SMTP id t38mr29983895qta.350.1556697849396;
Wed, 01 May 2019 01:04:09 -0700 (PDT)"

}I

Xay dwng ng dung Web vé&i JSP xac thwe bang Google Sign-in

https://developers.google.com/identity/protocols/OpenlDConnect

Thuc hién cac bude nhu trong Youtube “Enable Google login using JAVA J2EE for websites”.

Demo cho phép str dung Google account dé login cho mét tng dung Web (Web app). Sau khi
login bang Google acocunt, user lam viéc trong session caa minh (Web app hién thi cac théng
tin profile cua user lay tir Google account). Web app ciing c¢6 thé luu trit cac data riéng cua
nghiép vu Web app, lién két voi user bang Gmail ID, nhu 14 béo céo tai chinh, lich trinh lam
viéc, v.v.. va khi user da vao session ctia minh thi hién thi cho user 1am viéc véi céc data nay.

2.3.1.

Buoc 1: Bang ky App véi Google

Tiép tuc st dung Google project va credential da dung trong tutorial trudce, nhung can bd sung
thém mot sb option dé hd trg Google Sign-in:

2.3.2.

Vao https://console.developers.google.com & chon project “Test Oauth”

Tim dén Credentials “Test OAuth Client” va Edit dé thay d6i mot sb thong sé:

= Bo6 sung “http://localhost:8080” trong muc Authorized JavaScript origins. Cai nay
cho phép Google JavaScript dugc chay trong trang web “http://localhost:8080”
(day la trang Web c6 chtra button “Google Sign-in”).

= Bo sung “http://localhost:8080/Google_OAuth/session.jsp” trong muc Authorized
redirect URIs. Pay 1a noi Web app server s& “nghe” Google Auth server tra két qua
vé sau khi user sign-in.

Buéc 2: Tao umg dung Java Web App voi trang Google Sign-in

Tao Java project kiéu Dynamic Web véi Tomcat 7.0

Can download & import cac Java library sau:

<%@ page import="org.apache.http.Header"%>

<%@ page import="org.apache.http.HttpEntity"%>

<%@ page import="org.apache.http.client.ResponseHandler"%>

<%@ page import="org.apache.http.client. methods.CloseableHttpResponse"%>
<% @ page import="org.apache.http.client.methods.HttpPost"%>

<%@ page import="org.apache.http.client. methods.RequestBuilder"%>

<%@ page import="org.apache.http.entity.ContentType"%>

<%@ page import="org.apache.http.entity.StringEntity"%>

<% @ page import="org.apache.http.impl.client.CloseableHttpClient"%>

<%@ page import="org.apache.http.impl.client. HttpClients"%>
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<%@ page import="org.apache.http.message.BasicHeader"%>
<%@ page import="org.apache.http.util. EntityUtils"%>
<%@ page import="org.apache.commons.codec.binary.Base64"%>

<%@ page import="com.fasterxmljackson.databind.JsonNode"%>
<%@ page import="com.fasterxmljackson.databind.ObjectMapper"%>
<%@ page import="com.google.gson.JsonArray"%>

<%@ page import="com.google.gson.JsonElement"%>

<%@ page import="com.google.gson.JsonObject"%>

<%@ page import="com.google.gson.JsonParser"%>

<% @ page import="java.util ArrayList"%>
<%@ page import="java.util. Arrays"%>
<% @ page import="java.util List"%>

e Tao file login.jsp chua link “Google Sign-in” dé xéac thuc véi Google. Nhu trong
tutorial trudc, link Google Sign-in ndy cd nhiém vu redirect dén trang
https://accounts.google.com ciing véi cac tham sé client ID, scope & redirect uri dé
yéu cau user login va cho phép Web app truy nhap dén cac thdng tin cua user.

<html>
<head><title>Google OAuth: Sign-in</title></head>
<body>
<a href="https://accounts.google.com/o/oauth2/v2/auth?client_id=404871172965-
f12foh07klpoba91muu9l60c9t0gv4hp.apps.googleusercontent.com&amp;response_type=code&amp;scope=openid%20email&a
mp;redirect_uri=http%3A%2F%2Flocalhost%3A8080%2FGoogle_OAuth%2Fsession.jsp ">Google Sign-in</a>
</body>
</html>

C6 thé bo sung tham sé login_hint=hoangphhut@gmail.com vao link “Google Sign-in”
dé bao cho Google Auth biét mudn login voi account hoangphhut@gmail.com. Néu
khong c6 tham sé nay, Goole Auth s& ludn yéu cau chon account dé login. Khi c6 tham
s6 nay va user da login thi Google Auth bo qua budc chon account dé login ma tra ngay
két qua vé qua redirect_uri.

2.3.3. Buwoérc 3: Tao trang JSP xi ly két qué Google Auth trg vé

Redirect_uri=hhttp://localhost:8080/Google_OAuth/session.jsp s¢ dugc Google Auth server st
dung dé tra vé két qua sau khi user sign-in. Viéc can 1am 1a tao trang session.JSP dé xir ly két
qua nay:

http://localhost:8080/Google OAuth/session.jsp?code=4/PwGOgKDNDaEXYLHWfdSECCCPlvvpJr
JAZSDEIYWWT5KIotGvIb7 TjxYAl8hMpakCOuMYM HmJOhQc--
wQtmeg8&scope=email%20openid%20https://www.googleapis.com/auth/userinfo.emails&authus
er=1l&hd=soict.hust.edu.vné&session state=0c80472655c1720c84ecf7e7aldf0321b207d817..ca
cO&prompt=consent

e LAy céc gié tri Google Sign-in tra vé va hién thi Ién trang Web:

<%

String code = (String)request.getParameter("code");
String scope = (String)request.getParameter("scope”);
String session_state = (String)request.getParameter("session_state");
String prompt = (String)request.getParameter("prompt");
S>

<h3>Step 1: Google Sign-in result</h3>

code: <%-=code %><br>

scope: <%=scope %><br>

session_state: <%=session_state %><br>

prompt: <%=prompt %><br>

e Gui code 1én Google OAuth server dé lay access token:

<%
String client_id = "404871172965-f12foh07klpoba91muu9160c9t0gv4hp.apps.googleusercontent.com";
String client_secret = "si0dOQrUQEx]ZvRXrYqvd6zV";
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CloseableHttpClient httpClient = HttpClients.createDefault () ;

HttpPost httpPost = new HttpPost("https://www.googleapis.com/oauth2/v4 /token");

httpPost.setHeader("content-type", "application/x-www-form-urlencoded");

String request_body = "grant_type=authorization_code&" +
"code="+ code +
"&client_id=404871172965-f12foh07klpoba91muu9l60c9t0gv4hp.apps.googleusercontent.com” +
"&client_secret=si0dOQrUQEx]ZvRXrYqvd6zV" +
"&redirect_uri=http%3A%2F%2Flocalhost%3A8080%2FGoogle_OAuth%2Fsession.jsp”;

StringEntity entity = new StringEntity(request_body);

httpPost.setEntity (entity);

CloseableHttpResponse resp = httpClient.execute (httpPost) ;
String return body = EntityUtils.toString(resp.getEntity());
JsonParser parser = new JsonParser();

JsonElement jsonTree = parser.parse (return body);

String access_token = jsonTree.getAs]sonObject().get("access_token").toString();
String expires_in = jsonTree.getAs]sonObject().get("expires_in").toString();

String scope2 = jsonTree.getAs]sonObject().get("scope").toString();

String token_type = jsonTree.getAs]sonObject().get("token_type").toString();

String id_token = jsonTree.getAs]JsonObject().get("id_token").toString();

>

Hién thi két qua tra vé tir Google OAuth server:

<h3>Step 2: Making call to Google OAuth server:</h3>
<ul>

<li>client_id: <%= client_id %></li>

<li>client_secret: <%= client_secret %></li>

</ul>

<h4>Got return from server:</h4>
<ul>

<%= return_body %>

</ul>

<h4>Decode return values:</h4>

<ul>

<li>access_token: <%= access_token %></li>
<li>expires_in: <%= expires_in %></li>
<li>scope: <%= scope2 %></li>
<li>token_type: <%= token_type %></li>
<li>id_token: <%= id_token %></li>

</ul>
<%
Base64 base64Url = new Base64(true);
String|[] split_string = id_token.split("\\.");
String header = new String(base64Url.decode(split_string[0]));
String body = new String(base64Url.decode(split_string[1]));
String signature = new String(base64Url.decode(split_string[2]));
>
<h4>Decode id_token</h4>
<ul>

<li>header: <%= header %></li>

<li>body: <%= body %></li>

<li>signature: <%= signature %></li>

</ul>

Web app server hiéu 1a user da login thanh cong va c6 thé ldy mét sé thdng tin user truc
tiép tir id_token hoic sur dung access token dé doc cac thong tin vé Gooogle profile
cuia user (véi diéu lién user cho phép). Gmail cua user c6 thé st dung dé 1am key khi
truy suit cac data lién quan dén user nay trong Web app hién tai. Session ID ciing duoc
khoi tao va dua vao cookie dé giir trang thai session véi Client. Trong vi du bén dudi
sir dung ngay email 1am session_id nhung thuc té nén tao mot chudi gia tri ngau nhién.

<%

jsonTree = parser.parse (body) ;

String email = jsonTree.getAs]sonObject().get("email").toString();
s>
<a href="work.jsp">Continue working with Google account: <%= email%></a>
<%

Cookie cookie = new Cookie("session_id",email);
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cookie.setMaxAge (60*60%24) ;
response.addCookie (cookie) ;

o©

>

Két qua chay chuong trinh nhu sau:

€ - C @ localhost:8080/Google OAuth/sessionjsp?code=4/PWHRV... @ & 0 :

Step 1: Google Sign-in result

code: 4/PwHRVppzOvCbTikgMCeCHLYmLIUhh1XA9WvVV X gJzMvgX8pV2wqGNWikDgpem_{TcskPJwLXRIOYESWc4hr31b6Y
scope: email https://www.googleapis.com/auth/userinfo.email openid

session_state: e91a4ce3f1b3b08a7a9d8b960c9fcffd1344a7aa..f3fb

prompt: none

Step 2: Making call to Google OAuth server:

o client_id: 404871172965-f12foh07klpoba9 1muu9l60c9t0gv4hp.apps.googleusercontent.com
o client_secret: siDdOQrUQEXJZvRXrYqvd6zV

Got return from server:

{ "access_token": "ya29.Glz-Bjxset_4n-
LDD90caWuSvzpHO00jdrOyvIEFLWwW3t0VLIOXCdFsglUUB4K8YWoutRSsWql88rH9% VBjgPISFIBvouDkADxqtUB20jMWbmcag
“expires_in": 3599, "scope™: "https://www.googleapis.com/auth/userinfo.email openid”, "token_type": "Bearer”, "id_token":
“eyJhbGciOUSUzIINilsImtpZCl61jVKkODg3Z{12Y2UzMjU3N2MOYjVhOGEXZ TFANTIIMTIKMzAXZjgxODEILCI0eXAIOUKV1Q
SNvoCly15w70Mvko-
X1IFcPSo0JU_7yQ8_tAAQTegNdq7dJSFLJRCSuubXjNrdNEQfLESMy 1 KjKhQO0Z2GY Thh2NsbKMI3zPtbl IVKERItnRDDugf YAO!
Bgfh3bSa2PkFtYa8iAEJ1yTo_S-
IITDWZVWQZHTCILNB_EHwcpMAVmziUev7eShAp_2_TInLjcibpFNFnzJ6X45wCCSvMgBUssqwOgYgI6tWIVEX03A7sUCVP:
}

Decode return values:

o access_token: "ya29.Glz-Bjxset_4n-
LDD90caWuSvzpHO0jdroyvIEFLwW3t0VLIOXCdFsglUUB4K8Y WoutRSsWql88rH9e VBjgPISFIBvouDKADxqtUB20jMWbmcag
expires_in: 3599

scope: "https://www.googleapis.com/auth/userinfo.email openid”

token_type: "Bearer”

id_token:

“eyJhbGciOUSUZIINiIsImtpZCI6IjVKODg3ZjI2Y2UzMjU3N2MOY JVhOGEXZTFhNTJIMTIKkMzAXZjgxODEILCJ0eXAIOUKV1Q
SNvoCly15w70OMvko-

X1iFcPSo0JU_7yQ8_tAAQTegNdq7dJSFLjRCSuubXjNrANEQfLESMy1KjKhQ0Z2GY Thh2NsbKMI3zPtbI 1 vKkERItnRDDugf YAO!
Bgfh3b5a2PkFtYa8iAEJ1yTo_S-
HTDWZVWQZHTCrLNB_EHwcpMAVmziUev7eShAp_2_TInLjcibpFNFnzJ6X45wCCS5vMgBUssqwOgY gI6tWIVEX03A7sUCVP:

Decode id_token

o header: {"alg":"RS256","kid":"5d887f26ce32577c4b5aBale1a52¢19d301f8181","typ":"JWT"}
o body: {"iss":"https://accounts.google.com”,"azp":"404871172965-
f12foh07klpoba9 1 muu9l60c9t0gv4hp.apps.googleusercontent.com”, "aud":"404871172965-
f12foh07klpoba91 muu9l60c9tOgv4hp.apps.googleusercontent.com”,"sub”:"115643042118557177068","hd":"soict.hust.edu.vn","emai
« signature: cOv50gVmczU-SNvoCly15w70Mvko-
X1iFcPSo0JU_7yQ8_tAAQTegNdq7dJSFLjRCSuubXjNr4NEQfLESMy1KjKhQ0Z2GY Thh2NsbKMI3zPtbl IVKERItnRDDugf YAO!
Bgfh3b5a2PkFtYaBiAEJ1yTo_S-
HUTDWZVWQZHTCILNB_EHwcpMAVmziUev7eShAp_2_TInLjcibpFNFnzJ6X45wCC5vMg8UssqwOgY gl6tWIVEX03A7sUCVP:

Step 3: Working in session

Continue working with Google account: "hoangph@soict.hust.edu.vn”

2.3.4. Buoc 4: Tao trang JSP lam viéc trong session
Trang JSP work.jsp hién thi gia tri session_id ma user dang lam viéc, déng thoi cung cap link
“Logout” dé user thoét khoi phién lam viéc (bang cach x6a cookie session_id di). Néu user vao
truc tiép trang web nay dé lam viéc, n6 s& kiém tra session_id con gia tri khong. Truong hop
session_id da hét hiéu luc, trang web nay hién thi théng béo va yéu cau user quay vé trang
login:

<<html><head><title>Google OAuth: Working in session</title></head>

<body>
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Cookie[] cookies = request.getCookies();

String logout = (String)request.getParameter("logout");

if (logout !=null) {

for (int i=0; i<cookies.length; i++) {
if (cookies[i].getName().compareTo("session_id") == 0) {

cookies[i].setMaxAge (0);
response.addCookie (cookies[i]);
response.sendRedirect("login.jsp");
return;

}

boolean session_validate = false;
for (int i=0; i<cookies.length; i++) {
if (cookies[i].getName().compareTo("session_id") == 0) {
session_validate = true;
%>
<h3>You are working in a session identified by following cookie:</h3>
<%= cookies[i].getName() %>: <%= cookies[i].getValue() %>

<p>
<a href="workjsp?logout=yes">Logout</a>
<%
}
}
if(!session_validate) {
>

<h3>Your session has terminated</h3>
Please <a href="login.jsp">login</a> again.
<%

}

o°

>

</body>
</html>

Két qua chay chuong trinh:

. C @ localhost:8080/Google OAuth... @ % &
You are working in a session identified by following cookie:
session_id: hoangph@soict.hust.edu.vn

Logout

& > C  ® localhost:808¢ QA " 8

Your session has terminated

Please login again.

2.3.5. Swrdung Google library (JavaScript & Java)

0

Trudng hop di logout ma vao truc tiép trang work.jsp thi s& hién thi thong béo phién lam viéc
da két thic:

Vi du trén xdy dung tng dung theo ting budc tuong minh cuaa mé hinh Google Sign-in.
Google an di cac budc phuc tap nang bang cach cung cap thu vién JavaScript dé nhing button
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“Google Sign-in” va trang web va thu vién Java (va cac ngdn ngit khac) dé truy nhap dén céc
Google API. Sau day 1a vi du sir dung thu vién Google JavaScript dé nhung button “Google
Sign-in”*:

<%@ page language="java" contentType="text/html; charset=IS0O-8859-1"
pageEncoding="I30-8859-1"%>
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/htmld/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=1S0-8859-1">
<title>Insert title here</title>
<script src="https://apis.google.com/js/platform.js” async defer></script>
<meta name="google-signin-client_id" content="COPY YOUR CLIENT ID HERE">
</head>
<body>
<div class="g-signin2" data-onsuccess="onSignIn" id="myP"></div>
<img id="mylImg"><br>
<p id="name"></p>
<div id="status">
</div>
<script type="text/javascript">
function onSignln(googleUser) {
// window.location.href="success.jsp’;
var profile = googleUser.getBasicProfile();
var imagurl=profile.getimageUrl();
var name=profile.getName();
var email=profile.getEmail();
document.getElementByld("mylmg").src = imagurl;
document.getElementByld("name").innerHTML = name;
document.getElementByld("myP").style.visibility = "hidden";
document.getElementByld("status").innerHTML = 'Welcome '+name+'!<a href=success.jsp?
email="+email+'&name="+name+'/>Continue with Google login</a></p>'
}
</script>
<button onclick="myFunction()">Sign Out</button>
<script>
function myFunction() {
gapi.auth2.getAuthlnstance().disconnect();
location.reload();
}
</script>
</body>
</html>

3. Phu luc

3.1. Youtube

3.1.1. How Google is using OAuth
https://www.youtube.com/watch?v=fxRXLbgX53A

Slide trinh bay cac khéi niém co ban dau tién ciia mo hinh OAuth. Rat tryc quan dé hiéu bing
demo App truy nhap GMail. Bai toan dat ra la xay dung app dé truy nhap deén gmail cia nguoi
su dung. App can dugc user (nguoi s¢ hitu hom thu) cho phép truy nhap dén Gmail caa minh.

Video c6 3 phan:

- ly thuyét

- chuan bi méi trudng
- demo st dung curl

3.1.2. OAuth 2.0 and OpenlID Connect (in plain English)
https://www.youtube.com/watch?v=0VWKQMTr7r ¢
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Trinh bay nhiéuqvé ky thuat va ly thuyét hon clip bén trén (overview va demo don gian). Theo
doi ky co thé hiéu kha day du veé cac ngdc ngach cua mé hinh Oauth.

3.1.3. Oktanel8: Using OAuth and OpenID Connect in Your Applications
https://www.youtube.com/watch?v=rZRwE3d-gm0

Chua xem cai nay nhung c6 vé trinh bay ciing kha chi tiét vé mit k§ thuat nhu Youtube bén
trén.

3.1.4. Enable Google login using JAVA J2EE for websites
https://www.youtube.com/watch?v=fhE2kEiop6c

Huéng dan cac budc tao Web app vai JSP cho phép login bang Google Account va truy nhap
dén cac thong tin user sau khi da login. Demo cling mo ta button <logout> dé két thic phién
lam viéc véi mot Google Account.

3.2. Specification (chuan ky thuat)

e RFC 6749: The OAuth 2.0 Authorization Framework:
https://tools.ietf.org/html/rfc6749
e OpenlD: https://openid.net

3.3. Khac

e https://developers.google.com/identity/sign-in/web/sign-in

e https://256stuff.com/gray/docs/oauth2.0/

e https://jwt.io/ (tool decode JWT - JSSON Web Token, dugc sir dung cho id_token khi
lam Google Sign-in)

3.4. Manguén

3.4.1. login.jsp

<html>
<head><title>Google OAuth: Sign-in</title></head>
<body>
<a href="https://accounts.google.com/o/oauth2/v2/auth?client_ id=404871172965-
f12foh07klpoba91muu9l60c9t0gv4hp.apps.googleusercontent.com&amp;response_type=code&amp;scope=openid%20email&a
mp;redirect_uri=http%3A%2F%2Flocalhost%3A8080%2FGoogle_OAuth%Z2Fsession.jsp">Google Sign-in</a>
</body>
</html>

3.4.2. session.jsp

<% @ page import="org.apache.http.Header"%>

<%@ page import="org.apache.http.HttpEntity"%>

<% @ page import="org.apache.http.client.ResponseHandler"%>

<%@ page import="org.apache.http.client.methods.CloseableHttpResponse"%>
<%@ page import="org.apache.http.client.methods.HttpPost"%>

<%@ page import="org.apache.http.client.methods.RequestBuilder"%>
<%@ page import="org.apache.http.entity.ContentType"%>

<% @ page import="org.apache.http.entity.StringEntity"%>

<%@ page import="org.apache.http.impl.client.CloseableHttpClient"%>
<%@ page import="org.apache.http.impl.client.HttpClients"%>

<%@ page import="org.apache.http.message.BasicHeader"% >

<% @ page import="org.apache.http.util EntityUtils"%>

<%@ page import="org.apache.commons.codec.binary.Base64"%>
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<%@ page import="java.util ArrayList"%>
<%@ page import="java.util Arrays"%>
<%@ page import="java.util List"%>

<% @ page import="com.fasterxml.jackson.databind.JsonNode"%>

<% @ page import="com.fasterxml.jackson.databind.ObjectMapper"%>
<%@ page import="com.google.gson.JsonArray"%>

<% @ page import="com.google.gson.JsonElement"%>

<%@ page import="com.google.gson.JsonObject"%>

<%@ page import="com.google.gson.JsonParser"%>

<html>
<head>

<title>Google OAuth: Session initialization after Google Sign-in</title>

</head>
<body>

<

oo

String code = (String)request.getParameter("code");

String scope = (String)request.getParameter("scope”);

String session_state = (String)request.getParameter("session_state");
String prompt = (String)request.getParameter("prompt");

>

<h3>Step 1: Google Sign-in result</h3>

<ul>

<li>code: <%=code %></li>

<li>scope: <%=scope %></li>
<li>session_state: <%=session_state %></li>
<li>prompt: <%=prompt %></li>

</ul>

<%

String client_id = "404871172965-f12foh07klpoba91muu9160c9t0gv4hp.apps.googleusercontent.com";

String client_secret = "si0dOQrUQEx]ZvRXrYqvd6zV";

CloseableHttpClient httpClient = HttpClients.createDefault();

HttpPost httpPost = new HttpPost("https://www.googleapis.com/oauth2/v4/token");

httpPost.setHeader("content-type

non

’

String request_body = "grant_type=authorization_code&" +

"code="+ code +

application/x-www-form-urlencoded");

"&client_id=404871172965-f12foh07klpoba91muu9160c9t0gv4hp.apps.googleusercontent.com” +
"&client_secret=si0dOQrUQEx]ZvRXrYqvd6zV" +

"&redirect_uri=http%3A%2F%2Flocalhost%3A8080%2FGoogle_OAuth%?2Fsession.jsp";

StringEntity entity = new StringEntity(request_body);

httpPost.setEntity(entity);

//String responseBody = httpClient.execute (httpPost, responseHandler);

CloseableHttpResponse resp =

String return body = EntityUtils.toString(resp.getEntity(

JsonParser parser = new JsonParser();

httpClient.execute (httpPost)

JsonElement jsonTree = parser.parse(return body);
String access_token = jsonTree.getAs]sonObject().get("access_token").toString();
String expires_in = jsonTree.getAs]sonObject().get("expires_in").toString();
String scope2 = jsonTree.getAs]sonObject().get("scope").toString();
String token_type = jsonTree.getAs]sonObject().get("token_type").toString();
String id_token = jsonTree.getAs]JsonObject().get("id_token").toString();

%>

<h3>Step 2: Making call to Google OAuth server:</h3>

<ul>

<li>client_id: <%= client_id %></li>
<li>client_secret: <%= client_secret %></li>
</ul>

<h4>Got return from server:</h4>
<ul>

<%= return_body %>

</ul>

<h4>Decode return values:</h4>

<ul>

<li>access_token: <%= access_token %></li>
<li>expires_in: <%= expires_in %></li>
<li>scope: <%= scope2 %></li>
<li>token_type: <%= token_type %></li>
<li>id_token: <%= id_token %></li>

</ul>

<%

))
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Base64 base64Url = new Base64(true);
String][] split_string = id_token.split("\\.");
String header = new String(base64Url.decode(split_string[0]));
String body = new String(base64Url.decode(split_string[1]));
String signature = split string[2];

>

<h4>Decode id_token</h4>

<ul>

<li>header: <%= header %></li>

<li>body: <%= body %></li>

<li>signature: <%= signature %></li>

</ul>

<h3>Step 3: Working in session</h3>

<%
jsonTree = parser.parse (body) ;
String email = jsonTree.getAs]sonObject().get("email").toString();
%>
<a href="work.jsp">Continue working with Google account: <%= email%></a>
<%
Cookie cookie = new Cookie("session_id",email);
cookie.setMaxAge (60*60*24) ;
response.addCookie (cookie) ;
%>
</body>
</html>

3.4.3. work.jsp

<html><head><title>Google OAuth: Working in session</title></head>
<body>

<

o°

Cookie[] cookies = request.getCookies();

String logout = (String)request.getParameter("logout");

if (logout != null) {

for (int i=0; i<cookies.length; i++) {
if (cookies[i].getName().compareTo("session_id") == 0) {

cookies[i].setMaxAge (0);
response.addCookie (cookies[i]);
response.sendRedirect("login.jsp");
return;

}

boolean session_validate = false;
for (int i=0; i<cookies.length; i++) {
if (cookies[i].getName().compareTo("session_id") == 0) {
session_validate = true;
>
<h3>You are working in a session identified by following cookie:</h3>
<%= cookies[i].getName() %>: <%= cookies[i].getValue() %>

<p>
<a href="work.jsp?logout=yes">Logout</a>
<%
}
}
if (!session_validate) {
s>

<h3>Your session has terminated</h3>
Please <a href="login.jsp">login</a> again.
<%

}

o

>

</body>
</html>



